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AU AT & WY el HABR HIT Qo
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FAT ST AT F HROT YT B S|
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A AT AT TET & T AT i AR ¥ e
STORTE UX FIAUT ST AT fef] o717 39 A2d
T I B o STEA § T o FHAT
T ] Sl SR § T ST TR STORTE 5 |
3T GG e -IT STRTH 57 T | TERON

qehgl ST & o 3T Fhoral Sd™ ar of o
HHA HH FA % AU Ue AEAR! e & A
39 W 3G THR & Ik WY AE TSI &
S T U & TET B | TR THRT Uk LT
THAH TE B § T AR O TR T

g &1 991 & PET TP ST TIER
TRIE 1 37 14 62 Tl T T J3dg & IRE
15 =@ 2007 st w41 T 9T TE 7 H
STTSTEH ¥ YER 3T T9TeR Sohd 1 e | o1
¥ Faq |k | IAH o AT 3T, 9T, TR
TRIGT T 31 A o T o1 o W1 HeASToToT

TAd @ & 9T R H T AU STRY g2 &
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TE1 | W AHhag a1 | TOTY f o | TR &) =
AT o TER & 3TY e FTEAT 1 T ooht
3TORTY F{eh HFA ¥ Fa T AR ST |
T h WIMATT §¢F Teh TR Hiaee o
3T TR T 9T T STT eI ST & | STORTY
T T AT & | STk T TeTEel ¥ Taq G
H TEohR TSk A1 R W UEEd & STORTY i ST
I & AT TR T2 F IH 5T AT 6

T H THETAT 8T Fel hi X HIet |l SRR Y
1| Tt e ¥ [ AT 31 91 AT T FHHAT A
% FEAA o HUCA HITA ARG &1 9
TERAT § 3 HeT 5 T g Y TR &
IR AT TSI o BT o A1k ol hesl H oAl
TS YA & 3G9 GYOT HeAT T USTRIRT &
AT | TR T STIITE, STORTE Shich TN &l T8 oo
Y TJheT FR U e G AT STeAl- ITRT

G 9k / HR § TSARIS ¥ g 31 AHA

TS I o |

TRl shATh—4
3TURT €T & WY G T HT ATER Gl AT AT T

e AN & FAER

1 TS I BIG AT ATEY
2 T AU FIA! 18T

3 F3R AT AT AR

4 AT o G5 F AT AT
5 I AT

T

&= T a9
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51 08.50
92 15.33
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10 01.67
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ST € 1§ 3% TG TR W TARE € 1 /M
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AT G HT AT ST &1 YUY i =geAd
T € qAT TAF 1 UG o FHEA H1 T FH
T3 €| 3T =AW 1 A § o TR AT
T ARUE Y ST 918 AT F o SR FA o
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3TORTY S ATt Ta URfeR J Hofdl 9o (gae1
o STgEeT) o ST i 1@ A | ST FhR i 98
ST & STel Wy SORTE AT WTEROT 3TORTE YA
ATET 3TORT AT <l T@T ST | UH Shal ST 3Tste
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TASH Fl THS H AT F FIE H AT
TEW| TE AT TH WA FRY TE L
31 AT o] A & o T 3T 1 il F3R

ARTEIT o Uk T 3 o THR o 3T
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URUTG T & SFFA A&l &1 Th IFER
QG FAIS o TAh a1 § IHh SIET off B
TS 379 &7 SRR el Al & | T hi A,
AT, TS 37§ off WIS i g 377 el
ST | STORT €7 o T ST SFeeR T T &7t
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AWT AT & AT
e A (STTe)

AT HEelts
3U. glera 3Tl (3fsan)
TH-5/6, TR THAI, Hiowed, 7.9,

AT T T AT TH 3T TohaH HaR H
T hE O IET & HE H BT TR @, 7Y
eft qrreTett € S gH dehHlen! SaR I % 39
Y o HE[T Fa hi 37O i@ 9 e ¢
C.0O.A.L (Cellular Operator Association of In-
dia) & FRT TR Tehel H &7 TRASE Yoo
®F % ST H TIET H W |

T THF H &9 Cellular Mobile Tech-
nology & T ®01 ¥ a1 %% & GSM (Global Sys-
tem for Mobile Communication) 3k CDMA
(Code Division Multiple Access) SIHT & dehehi
T GSM Cellular Mobile Tehh a9 ST
A T Ue &g € | AT o STe—1eT STORT &y
% gRT F 24T Cellular Mobile Network hT ST
TRTY o 2 Y THT 6T ST &I §, T ot
H Qo9 FEUE H Wed & w9 H Cellular
Mobile Network st WWFW, 3G,
T, Shdl TATE & ATl § 1 A IeeiEH-
AT &1 I ¢ |

T TN | I8, TR 94T i TEarH,
Thed 3R ITH TATEH W ™R Tad &
gfte T Gag o7 ¥ TEcauul Ud gord WrEe §
TH AT I 37T & T & F &1 9 Cellular
Mobile Network I ST &3 i SR g
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SFENUT hl TSHAT § SHR & YT HEST 330—

T w9 g < @] L dr Cellular Mobile
Network, Forensic Evidence T J&g &SI %,
Y ¥ &9 §UR ST % e 99d e ®
AT & W R TRl & 3R TG 3TN0 &
e Ul Tee13tl hl TR ST 38 3R et
T el & |

lEZIC e E4) c'élrb\d, ¥ Cellular Mobile
Network H 3T Hed 39 ThR H §—

Evidence Availability in Cellular Network

Evidence Availability in S.I.M.

Evidence Availability in MOBILE HAND
SET

Core cellular Network

Core Network, o d YT % ng?? g
TG 37 ¥ TEcaqul & 90 gad 37 €% Hecaqul
€ Call Records =T Database ST&H Cellular Net-
work H g€ Ui Call 1 STHRI Tl & | J o
ST T E;f% ¥ Core Cellular Network |
U QAT T A AT H ST ST Wkl €

I. Subscriber Database

Network Service Provider 3799 §+t Sub-
scribers hT Teh &I Database TEdT % T
3 T ST AT Aed et ©

. Subscriber name and address

. Billing name and address

. Telephone Number (MSISDN)

. IMSI

. SIM Serial Number

. PIN/PUK For the SIM

. Services Allowed (like CUG-Close User
Group)

Subscriber Database & ﬂﬁ SR T



T T T AT A SR I &F
A &
II. Call Data Records

Cellular Network & g&g MSC-Main Switch-
ing Center & R EECER) Eﬁ Tl I Call
3R Y& SMS =7 Detailed Record YT ST &
STt Billing 3q UG AT ST & WA Call
Detail Record H =T el STI-hT 34T SUCTS T&el
=

Originating MSISDN

Terminating MSISDN

Originating and Terminating IMEI

Length of Call

Type of Call

Type of service

Initial Serving Base Station (BTS)

Call Detail Records sl SURierd STIehT AT
% IMYR W 3R TGd HaAT ST Thall € THDI
el § &HEr i SIM &€ § U 7T Calls Te
T T 7T Calls, SMS 1S i a&I STFEPRT,
3R @ 3R WA a6l FAfT & Mobile Phone
I STERT off FTHA FI ST FHA ¢ AR IHA
Hat @i Network Service Provider & & SIM
FHIS T IUAN FT AT FHAT &l Serving Base

Network Service Provider & HLR (Home Lo-
cation Register) T €R & STt % Jg Location
Area%’%ﬂﬂﬁv‘lﬁ%ﬁaﬂqﬁ:\ﬁ@?ﬁ% F 39
T o Subscriber @t R T W1 AfFEd FEROT
AT ST Goh, o 1 GSM Phase II 31X Phase II
+ ¥ Location Based Services T 39I1T 84 9
e T8 THET SR &9 T qwdH T8l & |

SIM. SIM € Th TE HIS & THh
T TH Processor X Tk Non Volatile
Memory 2idr ® GSM Cellular Mobile Technol-
ogy H SIM ShT€ T STANT Mobile Subscriber &
& g DATA &t Store ¢ § T ST &1
T Network Provider &7 910 SIM T8 T
& 3ucted @l €, SIM FE § UH Ak Sub-
scriber Identification Number ETd1 % ST
ITAT Network service Provider ® Ts €1d Mo-
bile Subscriber & SRR ¥ Subscriber hT
Y, 39RT UdT, i e, Email Address ST
% U HAT ST Ghal § ST JoIG A0 &
E{'ﬁq q HHWS[ 21 SIM &S &l Access
FH F T T Al R PIN (Personal Iden-
tification Number) & 3{TI9Iehdl adr & S 4
digit =T T&dT % 3T ST9 Subscriber FHEUECIEG]
AT ST Wehell € TS H&AT o FRT dF R PIN

Transreceiver Station & 3TYR U IJ& A 1
ST GHdT € F aaqE ° a8 FF 250 Meter
(GFTST) & TR H oRAAE €1 39 TWE H
SHHT AT AT haed o ST & ge o
HEeIqUT € 31U g ASTRT & o9 hl HRATS
T off o1 dHEEYUl WA & Hehdl & |

III. Subscriber Location Information

39 T Subscriber S & 37UAT HiAEA 31T
AT & o o & 3Heh Location Area shl STehRI

"|®i'{ IAd sleAl SIdl % Fﬁ SIM El'Tlé' LOCK ﬁ
ST € 59 %haet 8 Digit o PUK (PIN Un-
blocking Key) sl Her&ar & & @ietl ST Hehell &
St shared Service Provider o UM 3Ucisy &l &
ST Y ONUT § ST ¥, Service Pro-
vider ¥ ©iY SIM TS Tl WieAT ST GehelT |

SIM #1E H & Hecdqul STeh1 T

1. Service Providers Name

II. IMSI International Mobile Subscriber
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Identity
III. Subscriber Location information
IV. Phone Book
V. Cell BCCH Broadcast control channel
VI. Last dialed Numbers
VII. Test Messages
VIII. Short dial numbers
ix. MSISDN
SIM &Te H Location Area Identifier (LAI)

SIM Manager Pro "SIMMAN"

CHIPIT

SIMSCAN

Mobile Edit

Mobile Hand Set

g H SR | 3% UhR % GSM
Mobile Phone ST & Fedish shi 370! Teh 37T

WA & ST 3 T SIS HiFl @ 3TenT el
& YT AT & Gfte I T TR b TeTsel

I information WX Q%T-ﬁ %Gﬁ Mobile & TR
T o IR | &dTdl € 997 Jg information mo-

®IF I LS HAT Fg WA TGl ¢ A heel
Tt Mobile Phone & | Wheid i & el

bile & Switch off g9 W f SIM e H ©R
Tl & SS9 WA % IR H A § Sl W
Mobile & Phone 3T AT T, I RS
3T & UEe] 9 3T Heoul a2 ¢ |

GSM Cellular Mobile Technology H SMS
(Short Message Service Center) Tferd 37cdid
GIER R RICE:] %, SIM TS & 3igT Short Mes-
sages ! TR I ! &HAT eidl &1 & Short
Messages 37907 & TGP ¥ TNUHR G5 &l
T & TgT I8 FEOUT § T STWIE A U
SIM T 9 Short Messages HIT of g & o
3 O TNUG AT ST Gobell € 519 b o 39
SIM e i Memory Space T G- TERT AT
T T @11 SIM FTE | Phone Book ot T&dlt
T STOH O TR § S & A ad Al a%
ST ¥ U ST FeheTl €1 SIM FIE H IueTey
Short Dial Number 3f Last Dialed Number it
STRTEN F ST HUHT ! BRI § Thel ¢ |

SIM =TE % F T= & g o 3107 Tool
TAMER

Netherlands Forensic Institute " &1 Card 4
labs"
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AT ST TehelT & | Uieh Mobile Phone T &M
FRUT & TH PIN CODE Uag el & ST &%
Subscriber §RT TET ST % Sl HMHA &9 k)
Subscriber W & AR W& & F A W T‘ﬂﬁ?’@
Iqr §e T | Mobile Phones H§ Onboard Flash
Memory Chips T&dr & ST IH! &5 dh HEFIY
% TS TE HI Re & Udd Bl & gAd
39T Y gfS & Mobile Phones &l ST shaet
F WA § FEEX § SIS ol ST A1 ey
Y 3GhT Cyber Crime Investigation hl & Wi T
HAYUT hY TIT ST dT8U |

Mobile Hand Set & = & Hgcaqut STeh! 1&t

IMEI (International Mobile Equipment
Identity)

Short Dialed Numbers

Text Messages

Stored Audio Recordings

Stored Computer Files like : Image, Video,
Word and Excel.

Logged Incoming calls and dialed numbers

Stored Calendar Events

GPRS WAP and Internet Settings



INEI St Wgiss Mobile Phones & T Teh /
I1eh e BT & S AT Phone H *#06#

I STORTE I TN A T 3 I 39 W, 3T HH
3R 3TH WASR AT e 3TY T & T

Heradr § Mobile T @ ST Tehall & THT ORE
*#0000# Mobile & TFRAIX H THHRI IaT
€| T8l 98 Tecauul € % Wi Mobile Phones
% Phones Memory dh tlg?ﬁ % U FAT §
T HPATY & JERgehal &l & HI: o
i Flashers sed 'g'l

SIS GHE ST 3 9 Cellular Mo-
bile Technology =T sheiet 30 Wi ¥ 50 ¥ a9
& &, Cellular Mobile Technology & Growth
Rate Sl 3G T TE Fel g AT el
BN &% F© &A1 H STRTET o Mobile ¥ 7 el

=fert bt Cellular Mobile Technology =t HeTadT
J e Y Locate ¥ UHT S & b |

3T AT G ° Tg I YIS @
T & % Gt YHR h R ¥ qAl § § o
3TN § S T § o 37 41 31 i Cellu-
lar Mobile Network & Hgcd Tg 399 Ao aTet
SR AT 1 FHSHT BT 1 T/ A1 ot
3R g7 Teh STox | STog gl ST ¥eh Ua o
! HEAYUTA T AR 37 €eh THTETA ST ST
T |
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IS /AT &l WTES A
FHaerdt At
g T
BT, TH. &. HT &0
81/41 =T TR} Y, FFRRIAR SR — 302020

T2 13 F9eR, 2004 @ ¥ T Toot *
FEIAH Io7d I & M g Ug - 9 T2l
WEE | 5 IE qR MU q2r 10 =99 & 0| 98

U7 &l g2 &1 AT Fel T hel 39 ThR h
DI~ B Bl & T J o1, TR a0 ST STeh
e T ey’ (SFTE W BASTHE) el oY UTd £ |

T TR HER, 2004 T 93 3R g
HHAT | &1 AT & SR 9 i ek AR
T o S T TR § 244 g 3491 S g
2 e qur 300 =et & Uy

TEF F HY T H IR TH & J9F 3.
27 arr, 2003 =t Tt oee ° 41 SAfd Or
T @ 155 9 31 ¥ e g 8 MU gy
% FTAR Tg el VRl H & qvdd O
Y3l gRT i H theh T FRRI AT 2 HAT I

TGS JeT ST el AR TR | sia-
% T UH g5 IRI g & R 7t off | =T
T Tooll IoTd W F TS @l ar =i i
3T ST BT & b 39 STHOA 9IRS de
STFTT 7 Tgd TR I TR TS H ¢ Ao
qE & F T 98 HEF e TF FHaT h HROT
TS HEST U ATHI o STegael off a1 U
G A TEAT AT? SRR, @I, @
T AT TS § hall off ST Fe
T T |

O T 12 31, 2004 i € dehrel
T St 3feel SERT ATl o HER & §
AT el et e84 & 70 § S93T |

e o TAT H gE ot | TH TR S 9HTS
IS FRT TGS | 3T 51 51— 6eFhR Ferer’
(28 Tder, 2002) =t TEITT & GvaTd TR
I W A= wEe ¥ 20 safdd gr Tw o qen
100 § a9 9@ & W 41 TW THR A
e 3T SR A T2 et @t €1 o
FEIR | T GF Y TIell W TH g 30
I €1 39 TE T 1999 § TR skt & U1eH
T8 W TR AT @A 8 Hel H FeRETel
A | WA 3 § R T THT g8 Ghe
T ofig % HRO A Aol T g8 TS
dfosh TEl WS q= o 60 SHfed 319 Ion °
T ol 93| ) g 9 & ggsy, 2000 §

3T ST WARIE § o WAl el o JRH
Tt Wgg ¥ @ 30 A Ud s

TES 7o 9 | gdi 9 20 % T/ @ § R
T 10 70t AR T & g 150 =T 5 ) 59

F AR T & | IS O SRl i Tk TR
TG T GIE & T T& TR ! alaehl ¢ 2 TTe
o el § | HEAW AET o i @ e,
T off Teg €| YR ol Ueh g &0 91T 6
Y § WIS & | g 3R B9 H 39 UPR &
qIg-9Tg T FHIIHA ST ST H ol THe o
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TJehR hl BTG HTel TIAT o T Tl =75 Fal
g fhg 3@ & a9 T/ T F TAH TER H
Ik TS W TRt WA A ok eSS 3T
ff gd ¥ TNE T THRUT HTeT FHel ad &l
S 2 | e I, Hedl, e, e SEHerl
AT 3T A & ST H W@ 9o w9 9 0




Y&y U S A8 a1 eATh gy g2d T
&1 | il ok WieT 1 oY TE ¥ ok &H har o
TEAT ¥ Talh Tél oI & sifoeh Jshel A=Al i

H I A ST (HF) S A § Re e
T gt 150 =afeaar 5 Wor @ 3u)
5 @rg, 2001 =t |41 H & IAE H IRR

HId 1 Westal ¥ el S0 &1 TJ& T FeRIre
@ AP & ATTH ST o TR & M o fohg
FT S HIAT & T €2

I EH A FS AT Dl HATST T TTATT

OR= & T & R 36 =Afed IR 0 & S F
T 2003 7 14 &1t g % IHR g Gt
3T T FSAET o 37T @ 3T goeATst | f
FHH Al AR S Ik &1 FT a6 U9 FD

FX AU § TR S HeATSN I T qa
TG & W &1 T e § F FH q°r
mEThY i Oell § W 9% FSIR, IF, 9%,
T & qdT 98 HEIA AN 7 RS | FIel
31O WIUT TiETT € | HeThY Hell § oal SIgTe]
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9. MO e Ud QRERR ST & Savid
SR FRT THT I J&Ah

F. T TTF H AT FIEF FH AT g4
1. | vReE 9 &" &1 3w RN G 54/-
(3T T | T el )
2. | VR ¥ FE G A W6 sit T, sfsTaTeT 65/-
3. | T g @ : QHETE Ue ST St THATA T 65/-
4. | OTHIOT QA9 : WHEATG TS QHIET St TR TR 70/-
5. | awTayiel GHI W THEW 96
T T it 9 HAT St AR.TY. sharaa 105/-
6. | AR YRA | G & i
9 WehT e AT T ST T M. FUHEA R 210/-
HIGe gt U T o Y o W st e o —
|HT W AT o O Ieq |
T A HI ¥ ThT BT IgH . e —
9. |WWE -G H Y TH FH
T T o HhT St A TAAIR 600/-
10. |9 &® 1 a4 TG AT T ATTERAT 0. . 3TeTReE 568/-
1. |AEemARgaH STt ST HAT SR 100/-
12. | ¥Far geR R g @« 2. SI.ug. St 346/-
13. | =% anfores it T ua Ty 1. 3T AUTSt 183/-
14, | <Ter STy T TWR TY 225/-
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18. | = oa e st T e amee 313/-
19. | g@| wEl & AR 2. I T e 330/-
20. | VIR M. SFIH I 450/-
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